Shrew VPN-Client Konfiguration fiir Lancom 1611+

Access Manager starten und Add anklicken...

B shrew soft VPN Access Manager - O] x|
File Edit WView Help
Commect Add Modify  Delets
| 4
General-Tab

Hostnamen oder WAN-IP Adresse des Routers eintragen - weitere Eintrage
unverandert belassen.

(Hier helfen Tools wie bspw. DynDns bei nicht statischen 6ffentlichen IP-Adressen,
die im LAN des Routers auf einem Rechner laufen, um den Router auch aus der
Ferne ohne genaue Kenntnis der aktuellen WAN-IP erreichen zu kdnnen.)

VPN Site Configuration ] x|

General |Client | Mame Heaulutinnl Authenticatin:unl FA | ’l

—Femaote Host

Host Mame or IF Address Port

Ixyz.dyndna.urg I 500

Auto Configuration ike config pull LI
~ Local Host

Address Method
IUse avirtual adapter and assigned address LI

T [¥ Obtain Automatically
| 1380 Address |
Metmask I

Cancel




Client-Tab
NAT Traversal und IKE Fragmentation deaktivieren.

VPN Site Configuration x|

General Client |Name Resulutiunl Authenticatiu:unl FA | *l

~ Firewall Qptions
MAT Trasversal I digable LI
AT Travearsal Pott I 4500
Keep-alive packet rate I 15 Secs
IKE Fragmentation Idiaable LI
faximum packet size Iﬁ Byies

~ Other Options
[v Enable Dead Peer Detection
[v Enable ISAKME Failure Notifications
[v Enahle Client Lagin Banner

Sawve | Cancel

Name Resolution-Tab
Unverandert belassen.

VPN Site Configuration ' x|

Generall Client Mame Fesolution |Authenticatiu:|n| Fd | ’l

WIS DS
[v Enable WINS [¥ Obtain Automatically
WilNS Server Address I
[v Enable DNS [v Obtain Automatically

DS Server Address I

DNS Suffix |

[v Enshle Split DNS [v Obtain Automatically:

Add
Wiy

[Delete

S aE Cancel




Authentication-Tab / Local Identity

Als Authentication Method "Mutual PSK" wahlen. Als Identification Type "Fully
Qualified Domain Name" wahlen. Als FQDN String den bereits auf dem Lancom-
Router eingetragenen Domanen-Namen eintragen. (Im Beispiel my.vpn.domain)

VPN Site Configuration x|

Generall Client | Marne Resolution  Authentication |F 1 | ’|

Authentication Method IMutuaI F5K j

Identification Type
IFuIIy Qualified Domain Mame LI

FQDM String
Imy.vpn.dumain

Save Cancel

Authentication-Tab / Remote Identity
Als Identification Type "IP Address" wahlen.

VPN Site Configuration il

Generall Client | MNarme Besaolution  Authentication |F 1 | *l

Authentication Method IMutuaI FEE LI
Local Identity | Credentials |
Identification Type
|IP Address ~]

Address String

[¥ Useadiscovered remate host address

Save Cancel




Authentication-Tab / Credentials
Als Preshared Key den bereits auf dem Router gewahlten Preshared Key (das
Passwort) eintragen.

VPN Site Configuration ' x|

Generall Client | Marme Besolution Authentication |F 1 | *l

Authentication kMethod IMutuaI FSE LI

Local Identityl Fiemate Identity Credentials |

Server Certificate Autority File

| |

Client Cerificate File

| El

Client Frivate Key File

| |

Fre Shared Key
I i

Cancel

Phase 1-Tab
Unverandert belassen.

VPN Site Configuration ' x|

Client | Mame Resulutiun' Authentication Fhase T |F 1]

~Froposal Parameters

Exchange Type Iaggreasive Ll
OH Exchange Igraup p Ll
Cipher Algorithm IautD Ll
Cipher Key Length I LI Bits
Hash Algorithrm IautD Ll
Key Life Tirme lirmit | 86400 Secs
Key Lite Data limit | 0 Kiytes

[~ Enakle Check Paint Campatible Yendar ID

Save Cancel




Phase 2-Tab
Unverandert belassen.

VPN Site Configuration ' x|

MNarme Resolution | Authentication | Phase 1 Phase 2 |i|_’|
—Froposal Farameters
Transfarm Algorithm Iautn:u j
Transfarm Key Length I ﬂ Bits
HMAC Algorithm | awta ~|
FFS Exchange Idiaabled LI
Compress Algorithm Idisabled ﬂ
Key Life Time lirmit | 3600 Secs
Key Life Data limit | 0 Kiytes
Save Cancel
Policy-Tab
Unverandert belassen.

VPN Site Configuration ' il

Authenticatin:unl Fhase 1 | Phase 2 Policy | 1 | >|

~ IP3ELC FPolicy Configuration
[~ Maintain Persistent Security Associations
[v Obtain Topology Automatically or Tunnel Al

| Femote Metwork Resource |

A hl mcify Delete

Save Cancel
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File Edit View Help

o x|

Cornect Add  Maodify DCelete
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