VPN connection between

Shrew IPSEC Client (V2.1.7) and ZyWALL USG

First we must create a Dynamic Gateway Policy on the USG:

CONFIGURATION -> VPN -> IPSecVPN -> VPN Gateway, we click on ADD

bout & site flap [@obiect &

WP Connection ¥PN Gateway Concentrator

Configuration

| Add | | @ Activat ac & cby
# s Addanewre s My address Secure Gatewsy PN Connection
1 @ Detault_L2TP_VPN_GW age2 00.00,0000 Defaut_L2TF_VPH_Connection
2 @ Dynamic_VPNGA! aged pop 00.00,0000 Dynamic
Page [1 | of1 Show 50 | |items

- R

Fil

We change to the Advanced Settings:

.~ Edit ¥PN Gateway Dynamic_Y¥YPNGW

| | Shiows Advvanced Settings |

We change to the Advanced Settings
General Settings

@ Enzhkla

Now we create the Phase1 on ZyWALL USG:

7 Edit ¥PN Gateway Dynamic_YPNGW 2%

=] Hide aAdvanced Settings

[

General Settings
Enable
YPM Gateway Mame: Mame for the Gateway Policy
Gateway Settings
My Address Flease choose your Interface:

@ Interface | | ge3_ppp | Dynamic GE3=for Transparent Router with Fublic IFs
—— GE3ppp= for Modem connections

) Domain Mame | 1P

Peer Gateway Address
() static Address

[ Fall backto Primary Peer Gateway when possible

@ Dynamic Address Dynamic Client/ Road Warrior

Authentication

@ Pre-Shared Key 1h2a3l4150627yAx0e0l
) Certificate
Local ID Type: .DNS = Here can we set our Froposal for Phaset:
Eaia Local ID Type:
Content: |mygate1.dyndns.info eg. for Dynamic IPs we use DMNS with our DNS-Mame, =
) for STATIC IP we change to IF and we using our Local Public IP from WARA.
Peer ID Type: Any G We must use the same contentin the Shrew Client as Peer ID Type!
Peer D Type: we accept ANY Type
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Phase 1 Settings

54 Life Time: a6400 {180 - 3000000 Seconds)
Meqgotiation Mode: Main v
Proposal @ add ; o
=
) _— Flease choose your Proposal,
# | Encryption Authentication we must use this settings in Phase? in the Shrew Client.
1 AES2E6 SHa1
Key Group: DHZ ¥

AT Traversal Flease Enable MNATT

Dead Peer Detection {DPD)
Extended Authentication

[7] Enable Extended Authentication
@ server Mods defaul: e

) Clisnk Mode

“

We submit with OK and Phase1 was successfully created.

Now we must create Phase?2:
CONFIGURATION -> VPN -> IPSecVPN -> VPN Connection, click on ADD:

= [ min | Logout
ZyXEL zywaLL usG 200 T ———
CONFIGURATION

Global Setting

PHelp Z About B site Map  [@0bjec

WP Gakeway Concentrator

] Use Palicy Route to control dynamic IPSec rules

Ignore "Don't Fragment” setting in packet header

Configuration

o activats @ Cor @, Disconnect [ Object Referer
hame WPN Gateway Encapsulation Algorithm Palicy
Default_L2TP_/PN_Connection Default_L2TP_/PN_Giry TRANSPORT 3DES/SHA1 3DESMDS DESISHAT 2 STATIC_WANI

Dynamic Dynamic_yPNG TUNMEL AES256/5HAT 2YWLAN_SUBNET/a Dynamic

- EEE

We change to Advanced Settings:

_« Edit ¥PN Connection Dynamic

||E| Show Advanced Settings |l_"|

We select the Advanced Settings
General Settings

Create new Object

Enable

Connection Mame: Crynamic
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We create Phase2 on ZyWALL USG

=4 Edit ¥PN Connection Dynamic

Create new Ohject +

General Settings

[¥] Enable

Conneckion Mame: [rnanic

Mame of the connection

[ Mailed-Up

Enable Replay Detection

g &

Enable MetBIOS broadcast over IPSec

¥PN Gateway
Application Scenario

D Site-to-site

@ Site-to-site with Drynarmic Peer |

) Remote Access (Server Role)

() Remote Access (Client Rols)

WPM Gakeway: Dynamic_YPHGW

v | ge3_ppp 0.0.0.00.0,0.0

Manual Key

) Manual Key

Binding to Phase1 "Gateway Folicy

» | INTERFACE SUBMET, 172.16.15.0/24

Laocal Palicy, here e.g. W

w  HOST, 0.0.0.0

Object for Dynamic HOST

Policy
Local policy: WLAN_SUBMET
Remate policy: Dyynamic
[ Policy Enforcement
Phase 2 Settings
S Life Time: 86400
Active Prokocal: ESP
Encapsulation: Tunnel
Proposal O i
&) Add =2 ]
# Encryption
1 AESZ256
Perfect Forward Secrecy (PFS): DHz

Authentication
SHa

({180 - 3000000 Seconds)
b

w

Connectivity Check

[ Enable Connectivity Check 8

Here we can make the proposal for Phase2

54 Life, Encryption etc.

AM Subnet

J

Cancel

We submit with OK and Phase2 was successfully created. USG is ready for VPN use.
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Client Configuration:

8 Shrew Soft VPN Access Manager
File Edit WView Help

Connect ModiFy Delete

We create a New Rule

Please check if you need NATT, if your
Client is behind another NAT Router u
need NATT!

VPN Site Configuration

eneral

Firewall Optionz

MAT Traversal dizahle w

Ep s o | A ._|
E eep-alive pac ek s | ':E Gt |
|K.E Fragmentation | enable w |

I 540| Butes

Other Options — USG- Supports this features

b awimum packet zize

Enable Dead Peer Detection
Enable 154KMP Failure Motifications

Erable Lient Login oanner

Save ] [ Cancel

VPN Site Configuration

x|

General | Cliert | Mame Resclution | Authenticatic € *

Remote Host
Host Mame or IP Address Part

|I'I'I':."QEtE'I.dy’I'IEIﬂS.DFQ."DrStEtiElF' | EIIIEI|
Auta Configuration dizabled W |
Local Host

Address Method

| Ilze an existing adapter and curent address |+ |

iy e R e
Ubtairn Autamatically

[ Save

VPN Site Configuration

| General | Client | Name Resolution | Authenticatic ¢ *

wiNs 2 oMs  Flease disable this Features
[]Enable wiNs

[]Enable DMS

Dbtait Aubormatically

G

Ohtain Automatically

.‘--‘q:.r_f;.";_:

D elete

[ Save ] [ Cancel
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VPN 5ite Confipuration

Authentication IP_HE,;1 F'ha_sei,F';h;_l,l 4 »

Authentication Method |I Mutual PSE b

Lacal Identity | Remote Identity | Credentials |

|dentification Type

| Idzer Fully Qualified Damain M arme b |

LIFQIDM String
|I'I'I':."I'IEI'I'IEEZSE.UTHUHS-DFQ |

Flease insert here a content, the USG accept
AMY as Peer D Type. If u are using some Clients
with the same VFPH Gateway, please use
different contents here. You can also use IP,
with IP addresses here.

VPN Site Configuration

Authentication ||_:'h£ '| F'hEE_I_F'Dhc__I,I !

Authentication bMethod i ke utaal PSE, b |

ldentification Type

| Fully Qualified Damain Mame b |

FGDM Sting
| mygatel.dyndns.org |

If you have a StaticlP you can use IF
with the content of Local ID Type from
the USG in Phased “VFHN Gateway™.

VPN Site Configuration

VPN Site Configuration

Authentication | Phase 1| Phase2 | Palicy| 4 * | | Authentication | Phase 1 |Phase 2| Policy | (€ ¥
L Propozal Parameters
Authentication kMethod | Mutual PSE, w |
e = E — |.— Exchange Type | mair " |
| Local Identity | Flemaote [dentity || Credentials
[ E _ — DH Eschange | qroup 2 w |
Server Certificate Autarity File ) ]
| | Cipher Algorithm | aes b |
Elent il Fle Cietebeehierni B 206 R
| | Haszh &lgorithmm i shal \g
_ _ _ : Flease campare with e oSG
Client Private Key File Ky Life Time limit 86400 | Secs

Flease insert here the
Freshared Key |

Fre Shared K.ey
T

| ] | Kbytes

[ ] Enable Check. Point Compatible Wendar 1D

F.ey Life Data limit

Save ][ Cancel ]

[ Save ] [ Cancel
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VPN Site Configpuration

| Authentication Phase 1

Fropozal Parameters

Tranzform Algorithm
Tranzform ey Length
HMAL Algarithim

FF5 Exchanage

Comprezs Algorithm

K.ep Life Time limit

F.eyp Life D ata linit

Phase 2 |Palicy | ¢
| esp-aes v
EE
| shal v |
| group 2 v
| disabled v
3600/ Secs
0| Khytes

Flease compare with the VPN Connection on USG

/[

Save

Cancel ]

|IFPSEC Policy Configuration

Faolicy Generation Lewvel

| require

[ ] Maintain Persistent Security Aszociations

[ ] Obtain Tapalagy Automatically ar Tunnel Al

Remaote Metwark Resource

17216.15.0 42

Here we add the Network

&dd

J {

b odify

J1

Delete

]

[ Save

] [ Cancel

And now we can make a try if the VPN connection works:

Tunnel is build up successfully and we can Ping Clients in the 172.16.15.0/24 Network.

Host ‘ Anbwortzeit (M) ‘ Pakete
Statut | Name |IP | DN Hame \ Letets|  Dumhschnit| M| Max | Gesendst| Velloren| % Verloren
b 17216161 172161581 218 24 72 903 fatets} 2 ]
3 17216153 17216.15.3 218 130 a3 903 581 2 1]
poBlom s
900 — 100
o 2 Shrew Soft VPN Connect - ¥P... [2] Fie
Connect | Netwark,
500 F
7501 config loaded for site "WPM_Shrew_to_LISG' Fa5
configuring client settings
700 attached to key dasmon .. [&d
peer configured Lrs
6501 iskamp proposal configured
ezp proposal configured L7o
00| client configured
local id configured 65
5501 remote id configured
s pre-shared key configured FE0
L} 1 bringing up tunnel ... 4
E' oy network device configured s T [35 %
E 450 tunnel enabled unnel is bui Lo %
2 -
Disconnect
350 Sl
300 =
F30
250
25
200
{20
150 fie
100 F1o
50 Ls

T T T T T T T T T T T T T T T T T T T 0
A0:56:15 10:56:30 10:56:45 10:57:00 10:57:15 10:57:30 10:57:45 10:58:00 10:58:15 10:58:30 10:58:45 10:59:00 10:59:15 10:59:30 10:59:45 11:00:00 11:00:15 11:00:30 11:00:45 11:01:00

THX & Finish!

Ieit

v B9 % verlorene Paketel¥ — 17216153
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